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1. TERMS AND DEFINITIONS

Cookie - is a small piece of data that is sent by a
web server and stored on your computer.

Automated Personal Data processing - Personal
Data processing using computer technology.

Personal Data security - the state of Personal
Data security, in which their confidentiality, availability and
integrity are ensured.

Personal Data Blocking - a temporary suspension
of Personal Data processing (unless the processing is
necessary to clarify Personal Data).

Personal data information system (PDIS) - a set
of personal data contained in the databases and providing
their processing of information technologies and technical
means.

Confidentiality of Personal Data is a mandatory
requirement for a person who has access to Personal Data
not to transfer such Personal Data to third parties without
the consent of its owner.

Unauthorised Access - access to personal data or
actions with personal data that violate the rules for
differentiating access using the means provided by the
PDIS.

Personal Data Carrier - technical devices designed
for recording and processing Personal Data as part of
computer equipment, as well as for storing and moving
recorded Personal Data outside the composition of
computer equipment, as well as paper media of Personal
Data.

Personal Data processing - any action (operation)
or a set of actions (operations) performed using
automation tools or without using such tools with Personal
Data, including collecting, recording, organizing,
accumulating, storing, clarifying (updating, changing),
extracting, using, transfer (distribution, provision, access),
depersonalization, blocking, deletion, destruction of
Personal Data.

Personal Data processing without the use of
automation means is an action with Personal Data, such as
the use, clarification, distribution, destruction of Personal
Data in relation to each of the Personal Data Subjects,
carried out with the direct participation of a person.

Company - "International School".

Responsible for ensuring the security of personal
data - the person responsible for ensuring the safety of
personal data, for the implementation and continuity of
compliance with the established protection measures and
overseeing the functioning of information protection tools
used in the Company's PDIS.

Responsible for organizing Personal Data
processing - a person exercising internal control over the
observance by the Company and its employees of the

1. TEPMMWHbI X ONPEQENEHUA

Cookie — HeboOAbWON PparmeHT AaHHbIX,
KOTOPbIA OTNpaBaAeTcA Beb-CEPBEPOM M XpPaHUTCA Ha
KomnbtoTepe.

AsTomaTtusmposaHHaa obpaborka [MOAH —
obpabotka MAH C NOMOWBIO CPEACTB BbIYUCAUTENBHOM
TEXHUKM.

be3sonacHocTb MAH — COCTOAHME 3aWMULLEHHOCTH
MAH, npy KoTopom obecneyeHbl UX KOHGUAEHLMANBHOCTD,
[AOCTYNHOCTb U LeNOCTHOCTb.

bnokuposaHue nAax = BpemeHHoe
npexpatieHne obpabotku MNAH (3a ckNOYEHMEM Ciyyaes,
ecan obpaboTka Heobxoauma ans yrouHeHns MNAH).

MHdopmaumnoHHan cuctema nepcoHasibHbIX
AaHHbix (UCMOH) — COBOKYMHOCTb CoAepallumxcA B
6asax garHbix MOH 1 obecnednBaiowmx ux 0b6paboTky
MHPOPMALIMOHHbBIX TEXHONOMMI M TEXHUYECKUX CPeACTS.

KonpupeHumanbHocte MOH — ob6asaTensHoe
ANA BbINONHEHWUA NINLOM, NOAYYMBWMM aocTyn K MAH,
TpebosaHune He nepesasatb Takue [H TpeTbUM Anuam
6e3 cornacusa ee obnanarens.

HecaHKumoHupoBsaHHbil goctyn (HCA) — aoctyn
K NOH wan pencteua c MAH, Hapywatowue npasuna
pasrpaHuYeHna [octyna C WCNO/Ab30BaHMEM CPeAcCTs,
npepocrasnsaembix WCMNAH.

Hocutenb MOH — TexHU4YecKMe yCTPOMCTBaA,
npeAHasHayeHHble Ana 3anucu W obpabotkm MAH B
cocTaBe CPeACTB BbIYUCAUTENbHOM TEXHUKK, a TaKXKe AnA
XPaHEeHWA 1 nepemelleHna 3anucaHHbix MAH 3a npeaesnsl
cocTaBa CpeaACTB BbIYUCAUTENbHOW TEXHUKM, a TakKe
bymarkHble Hocutenn MNAOH.

O6pabotka MAH — noboe aelictene (onepauua)
WM COBOKYMHOCTb AENCTBUI (Onepauuii), coBepliaemblx c
MCNonb3oBaHWem CpeacTs asTomartusauum  wmam  Hes
MCNONb30BaHMA Takux cpeacts ¢ [[H, BKAto4as cbop,
3anucb, CcUCTeMaTM3auMIio, HaKonaeHwe, XpaHeHwue,
yTouHeHne (obHOBNeHWe, W3MeHeHMe), Uu3BneYeHue,
MCrnonb3oBaHue, nepegavy (pacnpoctpaHerue,
npeaocrasieHune, aoctyn), obesnunumsatue,
6nokuposaHue, yaaneHue, yHuuTokerme MAH.

O6pabotka MAH 6e€3 uMcnosnb3oBaHWA CpeacTs
aBTomatusaumm — geinctene ¢ [H, Takue Kak
MCNO/Nb30BaHue, YyTOYHEeHUe, pacnpocTpaHeHue,
yHu4TOXKEeHMe M[H B OTHOWEHUN Kax[oro u3 cybbekTos
MOH, ocywecTBaaemoe nNpu HEeNoCPeACTBEHHOM y4acTum
yenoseka.

O6wectBo — Hekommepueckoe
obuieobpasoBaTenbHoe 4acTHoe yypexkaeHue
BputaHckoit cuctembl obpasosaHua «MexwayHaposaHas
WwKona».

OTBeTcTBEHHDbINM 3a obecneyeHue 6e3onacHOCTU
NAH — /vMuo, OTBETCTBEHHOE 3a  obecneyeHue
6esonacHocTn M[H, 3a peanunsaumio U HenpepbIBHOCTL



legislation of the Russian Federation on PD, including the
requirements for Personal Data protection.

Personal Data (PD) - any information relating
directly or indirectly to a specific or identifiable individual
(Personal Data Subject).

Company Policy - Policy for the processing and
protection of personal data in the Company.

Provision of Personal Data - actions aimed at
disclosing personal data to a certain person or a certain
circle of persons.

An employee of the Company is a person who
carries out his activities in the Company on the basis of an
employment contract and has the ability to gain access to
Personal Data processing, both with the use of automated
means of Personal Data processing, and without them.

Personal data protection system (PDPS) is a set of
organizational and technical measures, determined taking
into account the current threats to the security of PD and
information technologies used in PDIS.

Information security means - a technical,
software and hardware tools designed or used to protect
information.

Personal Data Subject - an individual who is
directly or indirectly defined or determined using Personal
Data.

The authorized body for the protection of the
rights of Personal Data Subjects is a federal executive body
that exercises the functions of control and supervision over
the compliance of Personal Data processing with the
requirements of the legislation of the Russian Federation
in the field of Personal Data.

Federal Law "On Personal Data" - Federal Law of
June 27, 2006 No. 152-FZ "On Personal Data".

Other terms, the meaning of which is not defined
in this Policy, are used in the meaning given to them by the
legislation of the Russian Federation and regulatory legal
acts.

cobntoaeHus YyCTaHOB/IEHHbIX mep 3aLWMTbI "
OCYW,eCTBAAKOULEE KOHTPONb GYHKLWOHUPOBAHMWA CPeACTB
3aumnTbl  MHGopmauun,  npumeHsemblx B MCMOH
Obuiecrsa.

OTBeTcTBEHHbIM 3a opraHusauuio 06paboTkm
MAH — MU, OcyWecTBAAOLLEE BHYTPEHHWIA KOHTPO/L 3@
cobnogernem  ObwectBom U ero  paboTHUKamM
3aKoHogaTenbcTea Poceuiickont deaepauun o MAH, B Tom
yncne TpeboBaHuit K 3awmre MNAH.

MNepcoHanbHble pgaHHble (NAH) — nobas
MHPOPMALIMA, OTHOCALWLAACA K MPAMO WAW KOCBEHHO
onpeaeneHHoMy, WKW onpeaeniemomy  GU3NYECKomy
nvuy (cybbvekty MAH).

Monutnka ObwectBa — MoanTrka 06paboTKM U
3awmTbl MAH 8 ObuiecTse.

MpepoctaBnexHune nox — nencTems,
Hanpas/eHHble Ha packpbiTve MNAOH onpeaeneHHoOMy AnLy
WMAW OnpeaeneHHoMy Kpyry L.

PaboTHuk Ob6wecTBa — AMLLO, OCYLECTBAAKOLLEE
CBOIO AeATeNbHOCTL B ObLLeCcTBE Ha OCHOBaHMM TPYA0BOrO
[0roBOpa, 1 UMetoLLMe BO3MOMKHOCTb MOYyYnTb AOCTYN K
obpaboTke NAx, Kak c npumeHeHnem
aBTOMaTM3MPOBaHHbIX cpeacTs 06paboTku MAH, Tak u 6e3
TaKOBbIX.

Cucrema 3sawmtel NMAOH (C3NAOH) — Komnsekc
OPraHM3aUMOHHbIX U TEXHUYECKMX Mep, OnpeaeseHHble ¢
y4eTOM  aKTyalbHblXx yrpo3 6HesonacHoctu [AH K
MHPOPMALIMOHHBIX TEXHOIOTWIA, MCrONb3yemblx B MCMNIH.

Cpepcrea  3awmtbl  uMHPopmauuu (C3U) —
TEXHUYECKOe, MPOrpammMHOe, MPOrpPaMMHO-TEXHUYECKOE
CpeacTBo, npeaHasHavyeHHoOe WAM MCNOAb3yemoe ANA
3aWmnThl MHGOPMaLMK.

Cybvekt MOH — ¢u3nyeckoe AnLo, KoTopoe
NPAMO UV KOCBEHHO OMpeAeneHo AW Onpeaensiemo
nomotubto MNAH.

YNO/IHOMOUYEHHbIW oOpraH Mo 3awute npas
cybbekros MAH — denepanbHbIi opraH MCNOAHUTENLHOM
BNACTW, OCYLLECTBAAOWMI QYHKUMKW MO KOHTPOO U
Ha/A30py 3a cooTBeTcTBMEM 06paboTku MNAH TpeboBaHuam
3akoHogartesibcTBa Poccuitckon Peaepaumn B obnactm

MNAH.
®3 «0 nepcoHasibHbIX

®epepanbHblii 3aKoH oT 27.06.2006 Ne
NepcoHasibHbIX AaHHbIX».

LaHHBIX» — —
152-93 «O

MHble  TepmWHbI,  3Ha4YeHWe  KOTOPbIX  He
onpeaeneHo B HactoAlwen MoAnTUKe, MCNONb3YKTCA B
3Ha4YeHMKn, KOTOpOe MNPUAAETCA MM 3aKOHOAATE/IbCTBOM
Poccuiickoit Pepepalmm M HOPMATMBHbIMKM NPaBOBbLIMM
aKkTamu.



2. GENERAL PROVISIONS

The policy regarding the processing of personal
data in the "International School" (hereinafter - the Policy)
is a local regulation of the Non-profit general educational
private institution of The International School of Moscow
(hereinafter - the Company), developed in accordance with
cl. 2 part 1 of article 18.1 of the Federal Law "On Personal
Data" and defines the basic principles, goals and conditions
for processing personal data, as well as measures to
protect personal data in the Company.

Control over the fulfilment of the requirements of
this Policy is carried out by the Person Responsible for
organizing the processing of Personal Data.

This Policy has been developed in order to
implement the requirements of the legislation of the
Russian Federation in the field of Personal Data processing
and to ensure Personal Data Security and is aimed at
ensuring the protection of human and civil rights and
freedoms when processing his/her Personal Data,
including the protection of the rights to privacy, personal
and family secrets.

The Company publishes this Policy on the Internet
at each address at which it processes Personal Data, no
later than 10 calendar days before its entry into force.

The Company has the right to make changes to
this Policy in compliance with the requirements of the
legislation of the Russian Federation and regulatory legal
acts.

If changes are made to this Policy, the Company
publishes on the Internet at each address at which it
processes Personal Data, the current text of this Policy is
no later than 10 calendar days before the date of entry into
force of these changes, indicating the date of its posting on
the website and the effective date of the changes.

3. PRINCIPLES OF PERSONAL DATA PROCESSING BY
THE COMPANY

Personal Data processing by the Company is
carried out on the basis of the following principles:

- legality and fairness (compliance with
legislative acts and observance of the equal interests of the
Personal Data Subjects, without abusing the opportunities
presented on the basis of the information provided by the
Personal Data Subject) the purposes and methods of
Personal Data processing;

- compliance of the purposes of Personal
Data processing with legitimate goals, predetermined and
declared when collecting Personal Data;

2. OBLME NONOKEHUA

Monntuka B OTHOLWEHUK 06paboTkm
nepcoHanbHbIX [JaHHbIX B Hekommepueckom
obweobpasosarensHom 4acTHOM yuperkaeHmm

bputaHckoi cuctembl obpasoBaHua «MexkayHapoaHas

wkona» (psanee — TloAUTUKA) ABAAETCA /OKAAbHbIM
HOPMaTUBHbIM aKTOM Hekommepueckoro
obuweobpasosarenbHOro 4acTHOro yypeskaeHuns

BpuTaHckoi cuctembl obpasosaHusa «MeayHapoaHas
wkona» (panee — ObuwectBo), paspabotaHa B
cootBetctBum € n.2 4.1 c1.18.1 ®3 «O nepcoHanbHbIX
O@HHbBIX» W onpeaenaeT OCHOBHble MPUHUMNbLI, LUEenn u
ycnosua obpabotku MOH, a Takke mepbl 3awmTsl MOH B
ObuwecTse.

KoHTponb  3a  wucnonHeHuvem  TpeboBaHWMM
HacToauwen Moantukm ocywectensetca OTBETCTBEHHbIM 3a
opraHu3aumto obpabotku MAH.

Hactoawan [lonuTuka paspabotaHa B Uenax
peanusauuu TpeboBaHMIA 3aKoHOAATENbCTBA POCCUMIACKOM
Pepepaumm B obnact ObpaboTtku MAH 1 obecnedeHus
besonacHoctn [MAH W HanpaBneHa Ha obecneyeHue
3aWnTbl Npas v cB0obOA YenoBeKa M rparkaaHuHa npwm
obpaboTke ero MAH, B TOM 4Yucae 3aluTbl Npas Ha
HENPUKOCHOBEHHOCTb  YaCTHOW  KM3HU, JINYHYIO U
CEMEeNHYI TalHy.

ObuwectBo nybankyeT HacToAulyto MOAUTUKY B
cetn «MHTepHeT» NO Ka)XAOMy ajdpecy, Ha KOTopom
ocywectsnaetr obpabotky [AH, He nosgHee 10
KaneHaapHbIX AHEN A0 AHA ee BCTYNNEHUA B CUNY.

ObuwiecTtBO  BnNpaBe BHOCUTb M3MEHEHWA B
HacToawyt Moantuky ¢ cobaogeHnem TpebosaHuMi
3aKOHO4ATe/IbCTBA Poccuickom dPegepaunm "
HOPMaTMBHbIX MPABOBbIX aKTOB.

B cnyyae BHeCeHMA WM3MEHEHWI B HACTOALLYHO
Monantuky O6wecTBo nybanKyeT B ceTn «MHTepHET» » no
KaXkA0My aZpecy, Ha KOTOpom ocyliecTsnfeT obpaboTky
MORH, akTyanbHbIA TEKCT HacToAwen [MoNUTUKM CPOK He
nosaHee 10 KaneHaapHbIX 4HEN A0 AHA BCTYN/IEHWUA B CUY
YKasaHHbIX  M3MEeHEeHWM C  yKasaHuMem  fJaTtbl  ee
pasmelleHna Ha caTe U AaTbl BCTYNAEHWUA U3MEHEHWIA B
cuny.

3. MNPUHUMNbI OBPABOTKU NAH OBLLECTBOM

O6pabotka MNAH ObuiecTBOM OCYLLECTBAAETCA Ha
OCHOBE NPUHUKUMOB:

—  3aKOHHOCTH " CnpaBeannBoCcTm
(cobntogeHnAa 3aKoHOAATE/bHLIX aKTOB M COBMOAEHMA
paBHOMpaBHbiX  MHTepecos  Cybvektos  [AH, He
3n10ynoTpebaan nNpeacTaBuBLIMMMUCA BO3MOMKHOCTAMM Ha
OCHOBaHMKM CBeAeHWI, NnpeacTaBneHHbix CybbexkTom MAH)
uenen n cnocobos 06paboTku MAH;

Obpabotkn  MAH
onpeaeneHHbiM U

—  COOTBETCTBMA  Uuenewn
3aKOHHbIM  Uenam,  3apaHee
3aABAeHHbIM Npu cbope MAH;



- congruence between the volume and
content of processed Personal Data, methods and
purposes of Personal Data processing;

- Personal Data accuracy, their sufficiency
and relevance in relation to the purposes of Personal Data
processing;

= prohibition to process Personal Data that
are redundant in relation to the goals declared during the
collection of Personal Data;

= prohibition of combining databases
containing personal data, the processing of which is carried
out for purposes incompatible with each other;

- storing PD in a form that allows you to
determine the Personal Data Subject, no longer than the
purpose of Personal Data processing requires, or the
storage period of PD established by the legislation of the
Russian Federation, an agreement concluded by the
Company with the Personal Data Subject, consent to
Personal Data processing (hereinafter - Personal Data
storage period) ;

= destruction of Personal Data upon
achievement of the objectives of their processing, if the
storage period of PD is not established by the legislation of
the Russian Federation, by an agreement to which, the
beneficiary or guarantor, under which the Personal Data
Subject is.

4. OBIJECTIVES AND LEGAL BASIS FOR PERSONAL DATA
PROCESSING

- The Company collects and processes
Personal Data for the following purposes:

- deciding on the candidate's employment;

- making  decisions on  concluding
contracts, fulfilling obligations under civil law contracts on
an ongoing basis with counterparties;

— organisation and management of labour,
as well as legal regulation of labour relations, compliance
with laws and other regulatory legal acts, assistance to
employees in employment (conclusion and execution of an
employment contract), education, ensuring the personal
safety of employees, monitoring the quantity and quality
of work performed and ensuring safety property;

- conclusion of agreements under which
the Company provides educational services to clients and
their children, and regulation of legal relationships with
parents (or guardians);

- notification of parents or guardians from
school staff in the event of an emergency with a child;

= enrolment of applicants in the school for
the purpose of further education;

- carrying out educational activities for
students, conducting entrance testing, organising
graduation testing and final exams, assistance with
admission to higher educational institutions, providing
medical assistance and maintaining children's medical

—  cooTBeTcTBMA obbema U codepXaHua
obpabatbiBaembix MAH, cnocobam n uenam obpaboTKu
MNAH;

— To4yHocTM [AH, WX [OCTAaTOYHOCTU U
aKTya/IbHOCTM MO OTHOWEHMUIO K Lenam 0bpaboTku MAH;

- HegonycTMMocCTu 06paboTku N4,
130bITOUHBIX MO OTHOWEHMIO K LLeNAM, 3aABAEHHbIM Npw
cbope MAH;

—  HeZonycTMmMoCTH obbeguHeHun 6a3
OaHHbIX,  cogepskawmx  MJH, obpaboTka KOTOpbIX
OCYLLECTBNIAETCA B LeNIAX, HECOBMECTUMbIX Mexay coboir;

—  XpaHenua [MOH B dopme, no3BoasAOLEN
onpegennts Cybbekta [[H, He [Oo/blue, 4em 3TOro
TpebytoT uenm 06pabotkm MNAH, MMbo cpok xpaHerua MIH,
YCTaHOB/IEHHbIN 3aKOHO4ATEeNbCTBOM Poccuiickon
Pepepaumun, LOroBOpom, 3akatveHHbim O6wecTsom C
Cybvektom MNAH, cornacuem Ha obpaboTtky MAH (nanee —
CPOK XpaHeHua NAH);

= YHUUTOXEHUA TH NOo AOCTUXKEHUU uenen
nx 0bpaboTku, ecnn cpok xpaHeHua MAH He ycTaHoBAEH
3aKOHO4ATE/IbCTBOM Poccuiickon Penepaunmy,
[,0r0BOPOM, CTOPOHOM KOTOPOTo,
Bbirogonpuobpertatenem unu nopyymTesnem, no KOTOPomy
asnaetca CybbekT MAH.

4. UEJIN U NMPABOBbIE OCHOBAHUA OBPABOTKU NAH

O6wectBo ocyuwectaseT cbop u ObpaboTky MAH

B CeAyOLLMX Lensx:
—  MPUHATME peleHus o TPyAoyCTponCTBe

KaHaMaaTa;

—  NPUHATME  peWeHMA O  3aK/YeHUn
[OrOBOPOB, UCMONHEHWE 06A3aTENBCTB MO rParkaaHCKo-
npasoBbIM  [AOroBOpPaM Ha MOCTOAHHOW OCHOBE C
KOHTpareHTamu;

—  OpraHu3auMa v ynpas/ieHue TPpyAa, a TakKe
nNpaBoBOe  pery/MpoBaHWe  TPYAOBbIX  OTHOLWEHWH,

cobntofeHUA 3aKOHOB M MHbIX HOPMATMBHbIX MPaBOBbIX
aKTOB, COAENCTBMA paboTHMKam B TPYAO0YCTPOMCTBE
(3aKNtOYEHMA WM WUCNONHEeHWA TPYAOBOro [A0rosopa),
nonyvyenma  obpasoBaHusa,  obecneveHns  AUYHOM
6e30nacHOCTM PabOTHWMKOB, KOHTPOAA KO/NMYecTBa M
KayecTBa BbIMOAHAEMOM pabotbl ¥ obecnevyeHuna
COXPAHHOCTW MMYLLECTBA;

—  3aK/K0YeHue JOroBOPOB, B PaMKax KOTOPbIX
ObuecTBO OKasbiBaeT 0b6pa3oBaTe /ibHbIE YCAYTM KANEHTam
" Mx  4etam, " peryanposaHue npaBoBbIX
B3aMMOOTHOLLEHUIN C POAUTENAMM (UK ONEKyHaMM);

—  yBeAOM/EHWe poauTenein UAn ONeKyHoB OT
COTPYAHMKOB  LWKOMbI, B  C/Ay4ae  MPOMUCXOMKAEHMUA
Yypessbl4alHON CUTyaunn ¢ pebeHkom;

—  33a4ncneHne B WKoNy abuTypueHTos, C
Lenblo AanbHenwero obyyenms;

-  ocyliectBneHue obpasoBaTesibHOM
0eATeNbHOCTU ana YYEHUKOB, nposeaeHue
BCTYNUTE/IbHOrO TECTUPOBAHMA, OPraHun3aLuma BbiMyCKHOro
TECTUPOBAHMA W BbIMYCKHbIX 3K3aMeHOB, MOMOLb MNpwu



records, organising travel, registering in corporate systems
and providing access to curriculums of the Company;

- provision of permanent / temporary or
one-time access of Personal Data Subjects to the territory
of the Company (in order to visit the territory of the
Company or the opportunity to pick up a student for
nannies, drivers, etc.);

- holding events on the school grounds,
issuing visas for the entry of guests into the country,
booking hotels and buying air tickets for guests.

The grounds for Personal Data processing of the
Company's Personal Data Subjects, including, are:

- Civil Code of the Russian Federation;

- Tax Code of the Russian Federation;

- Labour Code of the Russian Federation;

- Federal Law of the Russian Federation of
July 27, 2006 No. 149-FZ "On Information, Information
Technologies and Information Protection";

- Federal Law of the Russian Federation of
July 27, 2006 No. 152-FZ "On Personal Data" (hereinafter -
FZ "On Personal Data");

- Federal Law No. 27-FZ of April 1, 1996
"On individual (personified) accounting in the compulsory
pension insurance system";

- Federal Law of 18.07.2011. No. 223-FZ
"On the procurement of goods, works, services by certain
types of legal entities";

- Federal Law of December 29, 2006 No.
255-FZ "On compulsory social insurance in case of
temporary disability and in connection with motherhood";

- Federal Law of 06.12.2011. No. 402-FZ
"On accounting";

- Federal Law of December 29, 2012 No.
273-FZ "On Education in the Russian Federation"

= Decree of the Government of the
Russian Federation of September 15, 2008 No. 687 "On
approval of the Regulation on the specifics of personal data
processing carried out without the use of automation
tools";

= Decree of the Government of the
Russian Federation of November 01, 2012 No. 1119 "On
approval of requirements for the protection of personal
data when processing them in personal data information
systems" (hereinafter - Decree No. 1119-PP);

- Company Charter.

The Company carries out Automated Personal
Data processing and Personal Data processing without

NoCTyn/ieHnn B BbicMe yyebHble 3aBeaeHusA, OKasaHue
MeAMUMHCKON MOMOWM M BEAEHWE  MEeAMLMHCKMUX
KapToyek AeTel, opraH13aLma NyTeLwecTBuit, peructpauun
B KOPNOPATUBHbIX CUCTEMAX U NPeAOCTaBAeHne 40CTyna K
obpasosatesibHbiM Nporpammam O6LEecTBa;

—  npeagocTaBneHue NOCTOAHHOTO/BPeMeHHOoro
nnan pasosoro goctyna Cybbektos [1H Ha TeppuTopMIo
ObuwectBa (B Uenax noceweHuns Tepputopmun Obuiectsa
WA BO3MOXHOCTM 3abupaTb y4YeHWKa 4OaA  HAHEW,
BOAUTEeNEN U Ap.);

—  NpoBeJeHMe MeponpuATUIN Ha TeppUTOpPUMK
WKoNbl, 0hOpMNeHWe BWU3 AN Bbe3ha rocten B CTpaHy,
OpoHMpOBaHME FOCTUHUL, M MOKynKa aBnabuneTtos ansa
rocTein.

OcHoBaHuAamKM ana obpabotku MAH CybbekTos
MNA4H ObuwiectBa, B TOM YMCAE, ABNAIOTCA:

- [pakaaHcKum Poccuiickon
Pepepaumnu;

—  Hanorosbii
Pepepaumm;

= TpyLoBoi KogeKkce Poccuiickon ®eaepaumm;

- PepepanbHblit 3aKOH Poccuitckon
Pepepaumn ot 27 wuona 2006 r. Ne 149-d3 «06
nHGOpPMaLMK, MHOOPMALMOHHbBIX TEXHOMOTUAX W 3aLumTe
nHbopmaummn»;

- ®epepanbHbin 3aKOH Poccuitckoi
Pepepaumn o1 27 wutona 2006 r. Ne 152-®3 «O
nepcoHanbHbIX AaHHbIX» (ganee — ®3 «O nepcoHanbHbIX
OaHHbIX»);

KoOEKC

KoAeKc Poccuiickon

- ®epnepanbHbii 3aKoH oT 1 anpena 1996 r. No
27-®3 «06 nHanMBKMAYaNbHOM (NEPCOHMULMPOBAHHOM)
ysete B cucteme  00A3aTeNbHOTO  MEHCMOHHOrO
CTPaxoBaHuA»;

—  ®epepanbHblt 3akoH ot 18.07.2011r. Ne
223-®3 «O 3aKynkax ToBapos, paboT, yCcayr oTAe/bHbIMM
BMAAMM FOPULANYECKUX NLY»;

—  ®epepanbHbi 3aKOH OT 29.12.2006 Ne 255-
®3 «O6 0b6s3aTenbHOM COUMANbHOM CTPaxoBaHWW Ha
CNyva BpPeMeHHON HeTpyAoCcnocobHOCTM M B CBA3M C
MaTepUHCTBOM»;

- ®epepanbHblt 3akoH oT 06.12.2011r. Ne
402-P3 «O byxrantepckom yyerer;

-  ®epepanbHblit 3akoH OT 29.12.2012 r. Ne
273-®3 «0O6 obpaszosaHuu B Poccuiickon Peaepaunm»

= [MoctaHoBneHne [lpasutenscrea
Poccunitckon ®enepaunn ot 15 ceHTabpa 2008 r. No 687
«06 yTeepykaeHun  lMonoxkeHna 06  ocobeHHocTAX
06paboTKM NepcoHanbHbIX 4aHHbIX, OCYLWECTBASEMON Be3
MCNONb30BaHWA CPEACTB aBTOMATM3aLMUM»;

= MNocTtaHoBNEHME Mpasutenbcrea
Poccuickon Pepepaumm ot 01 Hosbps 2012 r. Ne 1119
«O6 yTBEepKAEHUU TpeboBaHWUI K 3aWmMTe NEPCOHasbHbIX
AaHHbIX Npu nx obpaboTke B MHOOPMALMOHHbIX CUCTEMAX

nepcoHanbHbIX AaHHbIX» (ganee — [locTaHOB/EHME
Ne 1119-1M1);

—  Ycras Obuwectsa.

B ObuwecTtse ocylecTsaneTca

ABTOMaTM3MpoBaHHan obpaboTka MNAH 1 ObpaboTka MNAH



using automation tools by collecting, recording,
systematizing, accumulating, storing, clarifying (updating,
changing), extracting, using, transferring (providing,
providing, access), blocking, deleting, destroying Personal
Data

The Company in its activities proceeds from the
fact that, when interacting with the Company, the Personal
Data Subject provides accurate and reliable information
about his/her Personal Data, and also promptly notifies the
Company about changes in his/her Personal Data.

5. CATEGORIES OF PERSONAL DATA AND PERSONAL
DATA SUBIJECTS

The Company processes Personal Data of the
following categories of Personal Data Subjects:

- employees;

- the child's parents or guardians;

- children (students);

= job seekers;

- counterparties - individuals;

~ accompanying children;

- guests (visitors, invited persons)

In accordance with the provisions of Resolution
No. 1119-PP, the Company processes the following
categories of Personal Data without using automation
tools and using automation tools:

= other categories of Personal Data -
Personal Data, not assigned to the categories:
special, biometric and publicly available Personal
Data.

= special categories of Personal Data -
Personal Data related to race, nationality, political
views, religious or philosophical beliefs, health
status, intimate life.

The complete list of personal data and categories
of personal data subjects is approved by the "List of
processed Personal Data ".

6. TERMS AND CONDITIONS OF PERSONAL DATA
PROCESSING AND TERMS OF PERSONAL DATA
TRANSFER TO THIRD PARTIES

The Company processes Personal Data of Personal
Data Subjects in accordance with the local regulations of
the Company, developed in accordance with the
requirements of the legislation of the Russian Federation
in the field of Personal Data Protection.

Personal Data processing in the Company is
allowed in the following cases:

= Personal Data processing is carried out
with the consent of the Personal Data Subjectto the
processing of his/her Personal Data;

- Personal Data processing is necessary
for the administration of justice, the execution of a judicial
act, an act of another body or official, subject to execution

6e3 MCnonb3oBaHWMA CPeaCTB  aBTOMATM3aUMK  MyTem
cbopa, 3anmcK, cucTemaTm3aumm, HaKOMIEHMUA, XpaHeH s,
yTouHeHMA (0OHOBNEHWA, W3MEHEHUA), W3B/eYEHUH,
MCMONb30BaHUA, nepesayu (npemoctasnenus,
npeaocTaBneHns, Aoctyna), 6/0KMpPOBaHMA, yaaneHus,
yHU4TOXKEeHUA MOH.

ObuiectBO B CBOEM AOEATENBHOCTU MCXOAUT W3
TOro, 4to nNpu B3ammosencTenn ¢ Obuwectsom CyObekT
NnAax NpeAoCTaBAAET  TOYHYH N [OOCTOBEPHYHO
nHdopmaumio, o csomx [MAH, a TakKe CBOEBPEMEHHO
nssewaet ObwecTso 06 M3meHeHumn ceomx MIH.

5. KATETOPUU NAH U CYBBEKTOB NAH

ObuwectBo obpabatbiBaeTr
kateropui CybbexTos MAH:

NAx  cnepyrowmx
—  COTPYAHWKM;

-  poautenu pebeHKa uam oneKkyHbl;

- [4eTv (yYyeHwuKm);

- COMCKaTenu BaKaHCui;

—  KOHTpareHTbl — OU3nYeckme nmua;

- COMpoOBOXKAAOLWME AeTeN;

- rocTv (noceTuTenu, NpurnalleHHble Anua).

B coOTBETCTBMM C NONOKEHMAMMN [1OCTAHOBIEHUA
Ne 1119-MMN 8 Obwectse obpabatbiBatoTca cneayrouime

KaTeropuu nAaH 6e3  ucnonb3oBaHuA cpeAacTs
aBTomatu3auMmM M C  WUCNO/Ab30BaHWEeM  CPeAacTs
aBTOMaTM3aunm:

- nHble  KaTeropun MNAH — T[4H, He
OTHECeHHble K KaTeropmam: cneumanbHble,

bruomeTpuyeckune n obweaoctynHolie MAH.

= cneumansHble Kateropun MNAH — M4H,
Kacatowmeca pacoBon, HaLuMOHaNbHOM NPUHAANEKHOCTH,
NOJIMTUYECKNUX B3TNAL0B, PEANTMO3HbBIX AN GUAOCOPCKMX
ybexKaAeHWI, COCTOAHUA 340P0BbA, UHTUMHOMN KU3HMU.

MonHbI nepedverb MNOAH W KaTeropun cybbeKkTos
NOH  yrBepykpaetca  «[lepeyHem  obpabaTbiBaemblix
NepCcoOHaNbHbIX AAHHBIXY.

6. YC/I0BUA OBPABOTKU NAH CYBBEKTOB NAH U
YC/IOBUA NEPEOAYU NAH TPETbUM JIMLAM

Obuiectso obpabatbiaet MN4H CybbekTos MNOH B
COOTBETCTBMW C /IOKANbHbIMM HOPMATMBHBIMM aKTamm
ObuwectBa, pa3paboTaHHbIMM B COOTBETCTBMW  C
TpeboBaHuaAMM 3aKoHOA4aTeNbCTBA Poccuiickon
Pepnepaunn B obnactu MNax.

Obpabotka MAH B Ob6lecTBe gonyckaetca B
cneayowmx Cayyanx:

- ObpaboTka [AH ocywecTBaseTca C
cornacusa Cybvekra MAH Ha obpaboTky ero MAH;

- O6pabotka MMAOH Heobxoanma AnA
OCYLLECTBNEHMA MpPaBoOCyaMs, WCNonHeHus cyaebHoro
aKTa, aKTa A4pyroro opraHa Wauv AO/KHOCTHOrO nua,



in accordance with the legislation of the Russian

Federation;

= Personal Data processing is necessary for
the execution of an agreement to which the Personal Data
Subject is either a party or a beneficiary or a guarantor, as
well as for concluding an agreement on the initiative of the
Personal Data Subject;

- Personal Data processing is carried out
for statistical or other research purposes, except for the
cases established in Art. 15 of the Federal Law "On
Personal  Data", subject to the mandatory
depersonalization of personal data;

- Processing of Personal Data received
from open sources, placed in them by the Personal Data
Subject or at his/her request;

- Processing of personal data subject to
publication or mandatory disclosure in accordance with
federal law.

Unless otherwise provided by federal law, the
Company has the right to entrust the processing of
Personal Data to another person on the basis of an
agreement concluded with this person, subject to the
consent of the Personal Data Subject. The person
processing Personal Data on behalf of the Company is
obliged to comply with the principles and rules for Personal
Data processing provided for by the Federal Law "On
Personal Data".

The order to a third party specifies the purposes
of processing and a list of actions (operations) with
Personal Data that can be performed by this person,
establishes his obligations to ensure the Confidentiality of
Personal Data and Security of Personal Data during their
processing, as well as requirements for the protection of
processed Personal Data in accordance with the Federal
Law "On personal data ".

The Company makes a cross-border (to the
territory of a foreign state, to a foreign state authority, a
foreign individual or a foreign legal entity) transfer of
Personal Data without the written consent of the Personal
Data Subject, when the legislation of a foreign state
provides adequate protection of Personal Data (the list of
countries is approved by Roskomnadzor).

In the event that the legislation of a foreign state
does not provide adequate protection of Personal Data,
the cross-border transfer of Personal Data is carried out by
the Company with the written consent of the Personal
Data Subject in the form approved by the Order of the
Company's Director.

The Company does not make decisions that give
rise to legal consequences in relation to Personal Data
Subjects or otherwise affect their rights and legitimate
interests, based solely on Automated Personal Data
processing, except in the case of a written consent of the
Personal Data Subject or in cases stipulated by federal laws
that also establish measures to ensure the observance of

nognexallmx  MCNOAHEHUWID B COOTBETCTBUM  C
3aKoHogaTenbcTBom Poccuiickon Peaepaumu;

—  ObpaboTtka naH Heobxoanma ons
MUCNONHEHWA  O0roBopa, CTOPOHOM  KOToporo Ambo
Bbirogonpuobperatenem WAM MNopyynuTenem, ABAAETCA
Cybbekt M[H, a TaKkke A1A 3aKYEHWs A0roBopa no
nHuumnatnee CybvekTa MAH;

— Ob6pabotka TMAH  ocyuwiectBnderca B
CTaTUCTUYHECKMX MW MHBIX MCCAeAO0BATE/IbCKUX Lendax, 3a
MCKNOMEHWEeM C/ly4aeB, YCTaHOBAEHHbIX B cT. 15 @3
«O nepcoHanbHbIX A4aHHbIX», MPU YCNOBUKM 0BA3aTENIBHOIO
obesnnymsarua MNAH;

-  ocyuwecTeaseTcs O6paboTka N4,
NONYYEHHbIX U3 OTKPbITbIX MCTOYHUKOB, PasMELLEHHbIX B
Hux Cybbektom MNOH nMbo no ero npocbbe;

—  ObpaboTka Nnax, NnoAfexaLmnx
onybAMKOBaHUIO WAKM  00A3aTEeNbHOMY PaCKpbITUIO B
COOTBETCTBMM C denepasibHbIM 3aKOHOM.

Ecnm unHoe He npeaycmoTpeHo denepanbHbim
3akoHom, ObuwecTBo Bnpase nopyyYnTb obpaboTky [H
APYromy /WLy, Ha OCHOBaHMM 3aKAKO4AEeMOro C 3TUM
NUMUOM  [0roBopa, Mpu  YCAOBWWM  HAnWuuMA  corsiacus
CybvekTa MNAH. nuo, ocywecrsastouiee obpabotky MAH
no nopy4veruto Obuiectsa, 0bs3aHo cobaOaaTL NPUHLMMbI
n npasuna obpaboTtkn [MAH, npeaycmoTpeHHblie @3
«O NepcoHasbHbIX AaHHbIX.

B nopy4eHuun Tpetbemy /Ly YKa3blBatoTCA Lenwu
0bpaboTkn u nepeyeHb Aencremid (onepauwmit) ¢ TMAH,
KOoTOpble MOryT ObITb COBEPLIEHbI AAHHbIM  NULLOM,
ycTaHasnmsaetca ero obasaHHOCTM no obecneyeHuio
KoHpunaeHumnansHoctn MAH 1 BesonacHoctu MOH npu mnx
obpaboTke, a Takxke TpeboBaHMA K  3awuTe
obpabatbiBaembix MAH 8 cootBetctBum ¢ P3  «O
NePCOHaNbHbIX AAHHbBIX.

O6LiecTBO  NPOM3BOAMT TPAHCrpaHU4YHYK (Ha
TEPPUTOPUIO MHOCTPAHHOrO rocyAapcTea, OpraHy BAacTM
MHOCTPAHHOrO rocyAapcTBa, MHOCTPAHHOMY GU3UYECKOMY
LY UK MHOCTPAHHOMY HOPUAMYECKOMY /IMLY) nepeaady
NOH 6e3 nucbmeHHoro cornacusa CybbvekTta MAH, Koraa
3aKOHOAATeNbCTBO MHOCTPAHHOrO rocyaapcrsa
obecneunsaeT aneKkBaTHyto 3awmTy MNAH (nepeyeHs cTpaH
yTBEPXKAEH POCKOMHaA30pOMm).

B caydae, Koraa 3aKOHOAATEeNIbCTBO
MHOCTPaHHOro rocyaapcTea He obecneymBaeT ageKBaTHYHO
3awmTy NnAaxH TPaHCrpaHn4yHan nepepsava MNAaH

ocyuwectsasetca OBWeEcTBOM C MUCbMEHHOro cornacus
Cybvekta MOH no dopme, yTBEpKAEHHOW [lpMKaszom
Ounpektopa ObLecTsa.

ObuiecTBOM  HE  MNPUHUMAIOTCA  pelleHus,
NnopoXaatoLuue puaMyeckme nocaeacTsus B OTHOWEHUK
CybbekToB NAH nau uHbIM 0bpasom 3aTparvsatowme mx
npaBa M  3aKOHHble  WMHTEPecbl, Ha  OCHOBaHMWK
WCKNOUYNTENbHO ABTOMAaTM3MpOBaHHOW 06paboTkm MAH,
3a UCK/IKOYEHMEM Cy4as HaIMYMA COrnacua B NMCbMEHHOM
bopme CybvekTta NAOH UK B caydanx, NpeayCcMoTPeHHbIX
benepanbHbIMKM 3aKOHAMMK, YCTAHABAMBAKOWMMU TaKKe



the rights and legitimate interests of the Personal Data
Subject.

The Company stops processing personal data in
the following cases:

— upon detection of illegal Personal Data
processing carried out by the Company or by a person
acting on behalf of the Company. The Company, within a
period not exceeding three working days from the date of
such identification, terminates the illegal Personal Data
processing or ensures the termination of the illegal
Personal Data processing by a person acting on behalf of
the Company, and eliminates the violations. If it is
impossible to eliminate the violations committed, the
Company shall destroy the Personal Data or ensure its
destruction within a period not exceeding ten working days
from the date of unlawfulness of actions with Personal
Data. The Company notifies the Personal Data Subject or
his representative about the elimination of violations or
the destruction of Personal Data, and if an appeal or
request was sent to the authorised body for the protection
of the rights of Personal Data Subjects, this authorised
body as well;

— upon reaching the goal of Personal Data
processing, the Company stops Personal Data processing
or ensures its termination (if Personal Data processing is
carried out by another person acting on behalf of the
Company) and destroys Personal Data or ensures their
destruction (if Personal Data processing is carried out by
another person acting on behalf of the Company) within a
period not exceeding thirty days from the date of achieving
the goal of Personal Data processing, unless otherwise
provided by the agreement to which the Personal Data
Subject is a party, beneficiary or guarantor, by another
agreement between the Company and the Personal Data
Subject, or if the Company is not entitled to carry out
Personal Data processing without the consent of the
Personal Data Subject on the grounds, provided for by the
Federal Law "On Personal Data" or other federal laws.

- if the Personal Data Subject revokes the
consent to the processing of their Personal Data, the
Company stops Personal Data processing or ensures its
termination (if Personal Data processing is carried out by
another person acting on behalf of the Company) and if the
storage of Personal Data is no longer required for the
purposes of Personal Data processing, destroys Personal
Data or provides their destruction (if Personal Data
processing is carried out by another person acting on
behalf of the Company) within a period not exceeding
thirty days from the date of receipt of the said revocation,
unless otherwise provided by the agreement, the party to
which, the beneficiary or guarantor of which is the
Personal Data Subject, another agreement between the
Company and the Personal Data Subject, or if the Company
is not entitled to carry out Personal Data processing
without the consent of the Personal Data Subject on the
grounds provided for by the Federal Law "On Personal
Data" or other federal laws.

Mepbl Mo obecneyeHnto cobAOAEHUA MPaB M 3aKOHHbIX
nHTepecos Cybbexta MAH.

Obuwectso npekpawaer obpaborky MAH 8
Cneaytowmx cayyanx:
- npwu BbIABAEHMM HenpasoMepHOM

Obpabotkn [AH, ocyuwectendemon Ob6WwecTBoM Wan
NIMUOM,  AeWcTBYOWMM no  nopydeHuto  Obuiectsa.
O6LLecTBO B CPOK, HE NpeBbIWaloWwmii Tpex paboumnx aHen
C AaTbl TAKOro BbIABNEHMSA, NPEKPaLLAEeT HEMPAaBOMEPHYHO
Obpabotky TAH wan obecneyvrBaer npekpaueHme
HenpasomepHoW O6paboTku MAH AMLOM, 4EUCTBYHOLLMM
no nopyveHuto OO6LLeCTBa, W YCTPaHAET AOMyLLEHHbIe
HapyweHua. B caydae HEBO3MOXXHOCTM  yCTPaHEeHWs
OONYUWeHHbIX  HapyweHu O6uectBo B CPoK, He
NPeBbIWAOWKIA AeCATU pabounx AHEN C 4aTbl BbIABNEHWSA
HEeNnpPaBoOMepHOCTW AencTBUM ¢ MAH, yHuuYTOXKaeT MNAH nan
obecneunBaetr ux yHu4TOMeHue. 06  ycTpaHeHwu
OONYLWEHHbIX HapylweHWin wuam o6 yHuyTOKeHun MAH
Obwecteo ysegomnaer Cybvekta [AH uwam  ero
npeacTaBuTens, a B Ciyyae, ecav obpaleHme naum 3anpoc
HblAK HanpaB/ieHbl B YNOAHOMOYEHHbIM OpraH no 3awute
npas CybbekTos MN/H, TakKe 3TOT OpraH;

—  npu pocTuKeHun uenn O6pabotkm [AH
ObwectBo  npekpawgaetr  Obpabotky  MAH nnm
obecneynsaeTt ee npekpauieHune (ecam Obpabotka MAH
OCYWEeCTBAACTCA  APYrMM  JNLOM, AEWUCTBYIOLWMM MO
nopyyeHuto ObuwectBa) W yHUuYTOXKaeT [MAOH  wau
obecneynBaeT ux yHuuyTOXeHue (ecnm Obpabotka MAH
OCYLLECTBAACTCA  APYrMM  AWUOM, AEWUCTBYOWMM MO
nopyyeHuto 0O6uwectBa) B CPOK, He MpeBbIAoWmMi
TPUAUATM AHEN C aaTbl AocTvxkeHua uenn Ob6paboTku
NOH, ecan WHOe He npeaycMOTPEHO  A0roBOPOM,
CTOPOHOM  KOTOPOro, Bbirogonpuobpertatenem  uAu
nopyyuntenem no Kotopomy asnasetca CybbeKT MAH, UHbIM
cornawenvem mexay Obuwecrsom n Cybbektom MAH Mbo
ecan Obuiectso He Bnpase ocylecTsnate ObpaboTky MAH
b6e3 cornacua Cybvekta [AH Ha  OCHOBaHMAX,
npeaycmoTtpeHHbix @3 «O nepcoHanbHbIX AaHHbIX» WK
aApyrumun desepancHbIMU 3aKOHaAMMU.

s npu ot3biee Cybbektom [MH cornacua Ha
0bpaboTky cBomx MAH ObuwiectBo npekpawaet 0bpaboTry
NOH wnan  obecneunBaeT ee npekpauwieHue (ecau
O6bpaboTtka MAH ocywecTBadeTca  APYrMM  IMLOM,
OENCTBYHOLWMM No nopyyeHuto ObuiecTsa) 1 B cay4ae, ecam
coxpaHeHue [OH 6onee He TpebyercAa AnA uenen
O6pabotku MAH, yHUuTOXKaeT MAH A obecneynBaet mux
yHU4YTOXKEHWEe (ecnn O6pabotka MAH ocyulecTBaseTcA
APYTUM INLOM, AeMCTBYOWMM No nopyyeHuto Obuiectsa)
B CPOK, He npesblWalroWwmn TpuauaTM AHeW C  [atol
NOCTYNNEHWA YKa3aHHOro O0T3blBa, €C/M  MHOe He
npeaycMoOTPEHO  AOrOBOPOM,  CTOPOHOW  KOTOPOrO,
BblrogonpuobpeTtatenem Ui nopyvymuTenem no KOTopomy
asnaerca CybbekT [AH, WMHbIM cOrnaweHuem mexay
Obuwecteom n Cybbektom MAH nmbo ecnn ObwectBo He
Bnpase ocyuwecTtenate Obpabotky [MOH 6e3 cornacua
CybbekTa M/AH Ha ocHOBaHMAX, NpeaycmoTpeHHbix P3 «O
NepcoHanbHbIX AAHHbIX» WAKM ApyruMKn deaepanbHbiMm
3aKoHamMu.



If there is no possibility of Personal Data
destruction within the period specified in this section, the
Company blocks such Personal Data or ensures their
blocking (if Personal Data processing is carried out by
another person acting on behalf of the Company) and
ensures the destruction of Personal Data within a period of
not more than six months, if another term is not
established by federal laws.

7. CONSENT TO PERSONAL DATA PROCESSING

The receipt and personal data processing in cases
provided for by the Federal Law "On Personal Data" is
carried out by the Company with the consent of the
Personal Data Subject. Consent to Personal Data
processing may be given by the Personal Data Subject or
his representative in any form that allows confirming the
fact of its receipt, unless otherwise provided by federal
law. In case of obtaining consent to Personal Data
processing from a representative of the Personal Data
Subject, the authority of this representative to give
consent on behalf of the Personal Data Subject is checked
by the Company.

In the cases provided for by the Federal Law "On
Personal Data", Personal Data processing is carried out by
the Company only with the written consent of the Personal
Data Subject. Consent in the form of an electronic
document signed with an electronic signature in
accordance with Federal Law No. 63-FZ of 06.04.2011 "On
Electronic Signature" is recognized as equivalent to a
written consent on paper containing a personal signature
of a Personal Data Subject.

The written consent of the Personal Data Subject
must include:

- last name, first name, patronymic,
address of the Personal Data Subject, number of the main
document proving his identity, information on the date of
issue of the specified document and the issuing authority;
surname, first name, patronymic,
address of the representative of the Personal Data Subject,
the number of the main document proving his identity,
information on the date of issue of the specified document
and the issuing authority, details of the power of attorney
or other document confirming the authority of this
representative (upon receipt of consent from the
representative of the Personal Data Subject) ;
name and address of the Company;
the purpose of Personal Data processing;
a list of Personal Data, for the processing
of which the consent of the Personal Data Subject is given;
name or surname, first name,
patronymic and address of the person performing the
Personal Data processing on behalf of the Company, if the
Personal Data processing is entrusted to such a person;
a list of actions with Personal Data, for
the performance of which consent is given, a general
description of the methods of processing Personal Data
used by the Company;
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B cnyyae oTcyTCTBMA BO3IMOXKHOCTU YHUUTOXKEHMA
MAH B TeyeHne CPOKa, YKa3aHHOro B HaCTOALWEM pa3saene,
ObuiecTBo ocywecTBaseT 6A0KMpoBaHue Takux MAH uam
obecneuynsaer mx baokuposaHue (ecamn Obpabotka MAH
OCYLLEeCTBAALTCA  APYTMM  JIMLOM, AEUCTBYHOWMM MO
nopydenuto Obuwectsa) u obecneynBaet YHUUTOXKEHUE
MAH 8 cpok He Bonee Yem LIECTb MeCcALEB, C/IM MHOM CPOK
He ycTaHoB/eH deaepanbHbIMU 3aKOHAMM.

7. COINACUE HA OBPABOTKY NAH

MonydeHne u Obpabotka [MAH B caydasx,
npeaycmotpeHHbix ®3  «O nepcoHanbHbIX AaHHbIXY,
ocywectsnsetca Obwectsom ¢ cornacua Cybbekrta MAH.
Cornacve Ha O6pabotky MAH MoxeT 6biTb AaHo
Cybvektom MMAH wau ero npeacrasutesem 8 /060
No3BONIAKOWEN NOATBEPAUTL GaKT ero nosyyeHmsa opme,
€CI MHOEe He YCTaHOB/AeHO deaepanbHbiM 3akoHOM. B
cnayvae noayyenua cornacus Ha Ob6bpabotky TM4H oT
npeacrtasutena Cybbekta [1H nonHomouMa AaHHOro
npeacTaBuTeNs Ha gadvy cornacua ot umern Cybbvekra MN4H
npoeepstotca ObwecTsom.

B chayvasx, npesycmoTpeHHbix @3 «O
NepcoHanbHbIX OAHHbIX», ObpaboTKa nax
ocywecrteanaetca Ob6uwecTBOM TO/MbKO C COr/lacuMa B

nucemeHHon dopme Cybbvekta [H. PaBHO3HaYHbIM
copeprallemy cobctBeHHopyYHyto noanuce CybbekTta
MNOH cornacuio B nNUCbMeHHOW dopme Ha BymarkHom
HocuTene npusHaeTca cornacue B Gopme 3/1eKTPOHHOro
OOKYMEHTa, MOAMUCAHHOTO 3/1eKTPOHHOM MNOAMUCHIO B
COOTBETCTBMM C dpeaepanbHbiMm 3akoHom oT 06.04.2011 Ne
63-P3 «0O6 3/1eKTPOHHOW NOANUCH Y.

MucomenHoe cornacne Cybbekta MAH A0MKHO
BK/ItOYATb:

bamunnto, nma, otyectso, agpec CybbvekTa
MAH, HOMep OCHOBHOrO AOKYMEHTa, YA0CTOBEPAOLLEro
ero /INYHOCTb, CBeAeHMA O JaTe BblAayu yKa3aHHOoro
OOKYMEHTa 1 BblAaBLUEM €ro OpraHe;

bamunuio, nmAa, 0TYecCTBo, agpec
npeacrasutens Cybvekta [H, HOmep OCHOBHOro
OOKYMEHTa, YA0CTOBEPAIOLEro ero IMYHOCTb, CBeAEHNA O
4aTe BblAavM YKA3aHHOro AOKyMeHTa W BblAaaBliem ero
OopraHe, pekB13nTbl AOBEPEHHOCTU UM MHOTO AOKYMEHTa,
NoATBEPXKAAOWEro MnoJHOMOYMA 3TOrO npeacraBuTend
(npv nonydeHun cornacus oT npeactasutens CybbekTa

NAH);

HanmeHoBaHue u agpec ObuwiecTsa;

uenb obpabotkm MNAH;

nepedyeHb [OH, Ha 06paboTKy KOTOPbIX
naetca cornacue Cybvekta NAH;

HaumeHoBaHWe uAKM  GamuanIo,
OT4eCTBO M ajpec /uua, ocyuwecTsaatowero obpaboTky
NOH no nopyderHuto Obuiectsa, ecnn O6pabotka MAH
nopy4YeHa Takomy nuuy;

nepeyeHb aevicteuit ¢ MAH, Ha coseplieHne
KOTOpPbIX  4aeTcsa  cornacve,  obuiee  onucaHue
ncnonbsyembix Obuiectsom cnocobos obpabotkm MNAH;

UM,



- the period during which the consent is
valid, as well as the method of its withdrawal, unless
otherwise provided by federal law;

- signature of the Personal Data Subject.

The Personal Data Subject gives the Company
consent to the Personal Data processing freely, of his(her)
own free will and in his(her) own interest. The consent to
Personal Data processing may be revoked by the Personal
Data Subject by sending a written application in free form
to the Company. In this case, the Company undertakes to
stop processing, as well as to destroy all the personal data
available in the Company within the time limits established
by the Federal Law “On Personal Data”.

The transfer of Personal Data to third parties is
carried out by the Company with the consent of the
Personal Data Subject in accordance with the
requirements of the legislation of the Russian Federation.

Ifitis necessary to receive Personal Data by e-mail
in order to make a decision on the employment of a
candidate, an e-mail containing a request for obtaining
Personal Data should contain a message with the following
content: “By replying to this letter within three days, you
thus confirm your consent to the processing your personal
data indicated in the resume. Otherwise, your data will be
destroyed within 30 days and your candidacy as an
applicant for a vacancy will not be considered. "

8. RIGHTS OF THE PERSONAL DATA SUBJECTS

- To ensure compliance with the rights of
Personal Data Subjects established by law, the Company
has developed and introduced a procedure for working
with applications and requests from Personal Data
Subjects, as well as the procedure for providing Personal
Data Subjects with information established by the
legislation of the Russian Federation in the field of Personal
Data Protection.

~ The Personal Data Subject or his/her
legal representative has the right to receive information
regarding the Personal Data processing, including
containing:

— confirmation of the fact of Personal Data
processing by the Company;

- legal grounds and purposes of Personal
Data processing;

purposes and methods
processing used by the Company;

of Personal Data

= the name and location of the Company, information
about persons (except for Employees of the Company) who
have access to PD or to whom PD can be disclosed on the
basis of an agreement with the Company or on the basis of
a federal law;

= processed Personal Data related to the relevant
Personal Data Subject, the source of their receipt, unless

— CPOK, B TeyeHMe KOTOPOro Aencrsyer
cornacve, a Takxe cnocob ero oT3biBa, €CAW MHOE He
YCTaHOB/IEHO denepanbHbIM 3aKOHOM;

- noanucb CybbekTa MAH.

Cybvekt TMAH paer O6uwectBy cornacuve Ha
O6pabotky MAH cBobOAHO, MO CBOEM BOMAE M B CBOEM
nHTepece. Cornacve Ha o0bpaboTky [MAH moxkeT b6biTb
oto3BaHO Cybbektom [H nyTem HanpasieHua B
O61ecTBO NMCbMEHHOTO 3aAB/IeHUA B CBOBOAHOM hopme.
B 3tom cnyyae O6wectBo 06s3yetca npexkpatUThb
06paboTKy, a TaKKe YHWYTOXWTb BCE WMMEIoWMeca B
Obuwectse [AH B CpPoKW, ycTaHOoBAEeHHble ®3 «O
NepCcoHasIbHbIX AAHHbIX».

Mepepava MNAH TPETbUMM /IMLLAM OCYLLECTBAAECTCA
ObuwectBom ¢ cornacua Cybbexta MAH B COOTBETCTBUM C
TpeboBaHUAMM 3aKOHOA4ATENbCTBA Poccuickon
Pepepaunn.

B cnyyae Heobxoaumoctu nonydenusa MAH no
INEKTPOHHOM MOYTE B UEAAX MNPUHATUA peleHus o
TPYAOYCTPOWCTBE KaHAWMAATa, B INEKTPOHHOM MUCbMme,
copepkawem 3anpoc Ha nonydveHue [AH, [0MKHO
cogepxartbca coobuweHne cneayrolero CcoaepsKaHus:
«OTBEYan Ha AaHHOEe MUCbMO B TPexXAHEBHbIM CPOK, Bbl,
Taknum obpasom, noaTeepkaaeTe cornacve Ha 0bpaboTKy
CBOMX MEpPCOHaNbHbIX AAHHbIX, YKa3aHHbIX B pe3tome. B
MHOM cny4vae, Bawwu paHHblie ByayT yHUYTOXEHbl B 30-
OHEBHbIM CPOK W Bawa KaHauAaTypa B Ka4yecTse
COMCKaTe 1A Ha 3amMeLleHne BakaHCMM pacCMaTPUBaTLCA He
byaet.»

8. NPABA CYBBEKTOB NaH

Ona obecneyeHus cobntofeHUs yCTaHOBIEHHbIX
3aKoHogatenbcTeom npas Cybvektos MAH, 8 ObwecTse
pa3paboTaH 1 BBeAEH NopaaoK paboTsl ¢ obpaweHnamm un
3anpocamu  Cybbektos [1H, a Takke nNopaaok
npeaocTaBieHUA Cybbektam NAA nHbopmaumm,
yCTaHOBAEHHOM 3aKkoHoAaTeNbcTBOM PD B 0bnactu MAH.

CybbekT MNAOH nan ero 3aKOHHbIM NpeacTaBuTeNb
MMeeT NpaBo Ha NnonyvyeHue MHGopmaumm, Kacarolencs
O6paboTtku MAH, B TOM YMC/e COAePKaLLEN:

- noarteepxaeHuve dakta O6paboTkmn [MAH
ObuecTBom;

—  npaBoBble OCHOBaHMA W Uenn ObpaboTku
NAH;

- uenu n npumeHsembie ObLLecTeom cnocobbl
obpaboTku MAH;

- HaumeHoBaHue " MECTOHaxX0oKaeHue
ObuwectBa, cBeAeHMA O Auuax (33 MCKAOYEHWEM
PabotHuKoB Obuiectsa), KoTopbie MMeT AocTyn K [AH
WM KOTOPbIM MOTYT BbITb packpbITbl MAH Ha OCHOBaHWK
norosopa ¢ O6LLecTBOM MM Ha OCHOBaHWM deaepanbHoro
3aKOHa;

—  obpabatbiaembie [H,
cooTsetcTBytowemy  Cybvekty MAH,

OTHOCALWMECA K
UCTOYHUK nXx



another procedure for submitting such data is provided for
by federal law;

terms of Personal Data processing, including the
terms of their storage;

the procedure for the exercise by the Personal Data
Subject of the rights provided for by the Federal Law "On
Personal Data";

information on the carried out or on the proposed
cross-border transfer of Personal Data;

name or surname, first name, patronymic and
address of the person performing Personal Data processing
on behalf of the Company, if the processing is entrusted or
will be entrusted to such a person;

other information provided for by the Federal Law "On
Personal Data" or other federal laws in the field of personal
data.

The Company provides the specified information
when contacting or on the basis of an appropriate written
request of the Personal Data Subject or his/her
representative, containing: the number of the main
identity document of the Personal Data Subject or his/her
representative, information on the date of issue of the said
document and the issuing authority, information
confirming the participation of the Personal Data Subject
in relations with the Company (contract number, date of
conclusion of the contract, conventional verbal
designation and (or) other information), or information
otherwise confirming the fact of Personal Data processing
by the Company, signature of the Personal Data Subject or
his representative.

The Personal Data Subject has the right to
demand that the Company clarify his Personal Data, block
or destroy it if Personal Data is incomplete, outdated,
inaccurate, illegally obtained or is not necessary for the
stated purpose of Personal Data processing, as well as to
take measures provided for by the legislation of the
Russian Federation in the field of Personal Data protection
of their rights.

To exercise and protect their rights and legitimate
interests in terms of ensuring the legality of Personal Data
processing and ensuring Personal Data Security, the
Personal Data Subject has the right to contact the
Company.

If the Personal Data Subject believes that the
Company carries out Personal Data processing in violation
of the requirements of the Federal Law "On Personal Data"
or otherwise violates his/her rights and freedoms, the
Personal Data Subject has the right to appeal against the
actions or inaction of the Company to the Authorized Body
for the Protection of the Rights of Personal Data Subjects
or in court.

The right of the Personal Data Subject to access
his/her Personal Data may be limited in accordance with
federal laws, including if the Personal Data Subject's access
to his/her Personal Data violates the rights and legitimate
interests of third parties.

NOJIy4EeHWUA, eCNIM MHOM MNOPALOK NPeacTaBNeHUA TaKkux
AaHHbIX He NpeaycmoTpeH denepanbHbiM 3aKOHOM;
CPOKKM 06paboTku MAH, B TOM YMcCae CPOKK

NX XpaHeHMs;
- nopaaok ocywecrtenenmna Cybvektom MAH
npas, npeaycmoTtpeHHbiXx 3 «O nepcoHanbHbIX AAHHbIX»;
nHdopmaumio 06 ocCyWwecTBNEHHON Wan o
npeanonaraemon TpaHcrpaHuyHoi nepeagave MNAH;
HaumeHoBaHWe  MAKM  GamUAUIO,  UMA,
OT4eCTBO M agpec nuua, ocyuwecrteaatowero ObpaboTky
NAH no nopyyeHuto ObuwiecTsa, ecan obpaboTka nopy4yeHa
nnu ByaeT nopyyeHa Takomy AuLy;
MHble cBefeHUA, npegycmoTpeHHble @3 «O
NepCcoHasbHbIX AAHHbIX» WUAKM Apyrumun deaepanbHbiMK
3aKoHamu B obnactu MNAH.

Obuwectso npegocTasafeT yKa3aHHy
MHbOpMauMO Npu  0bpaLLeHUMM WAM Ha OCHOBaAHMM
COOTBETCTBYIOWEro NMCbMeHHOro 3anpoca Cybvekta MNAH
WAW ero NpeAcTaBuTeNs, COAEPHKALWLEro: HOMEep OCHOBHOTO
[OKYMEHTa, yaocTosepsatolwero nMyHocts Cybvekta MAH
WA ero npeactaBuTens, CBEAEHWA O JaTe Bblaayu
YKa3aHHOro [AOKYMEHTa W BblAaBllem ero oprade,
cBeaeHua, noatsepxkaatowme yyactme Cybvekta MAH B
OoTHOWeHuAx ¢ ObuwecTBom (Homep pforosopa, Aara
3aK/N0YEeHMA 4,0roBopa, yC/IOBHOE cnoBecHoe
obo3HayeHue u (Mnm) uHble ceeaeHus), nMbo ceepeHus,
WHbIM 0Bpasom noaTeepaatowme dakt ObpaboTku MAH
Obuwectsom, noanuce Cybvekta T[OH wam  ero
npeacrasuTens.

Cybbekt MAH Bnpase Tpebosate oT ObuiecTsa
yTouHeHus ero MAH, ux 6AOKMPOBAHMA NN YHUUTOXKEHMA
B cayvae, ecav MAH ABAAKOTCA HEMNONHBIMU, YCTAPEBLUMMMY,
HETOYHbIMU, HE3AKOHHO NONYYEHHbIMU UIN HE ABNAKOTCA
HeobxoanMmMbiMu ana 3ansneHHoN uenm ObpaboTkm MAH, a
TaKkxe NPUHUMaTb npeaycMmoTpeHHble
3aKoHO4aTeNbCTBOM Poccuitckon Pepepaumm B obnactu
MAH Mmepbl NO 3aLuMTe CBOMX Npas.

Ons  peanusaumMum W 3aWmUTbl CBOWMX MNpas W

3aKOHHbIX NHTEpecos B Yyactu obecneyeHuns
npasomepHoctn Obpabotkm MAH w obecnevyeHua
besonacHoctv MAH  Cybvekt [MAH uvmeeT npaso

obpatutbea k ObecTsy.

Ecim Cybbekt MAH cyuTaet, 4vto ObuiecTso
ocywecTtenaer  Ob6bpabotky [MAH ¢ HapyweHuem
TpeboBaHnin ®3 «O nepcoHanbHbIX AAHHbBIX» WMAN UHbLIM
obpasom HapywaeTt ero npasa u ceoboabl, CybvekT MAH
Bnpase o06)anosaTb [AelcTeua wau  bespencrsne
ObuwecTtBa B YNO/NHOMOYEHHbIM OpraH no 3awure npas
CybbekTos MAH nan B cyaebHom nopaake.

Mpaso CybbvekTa MNAH Ha goctyn K ero MAH moxeT
ObITb OrpaHMYEeHO B COOTBETCTBMW C deaepanbHbiMM
3aKoHamu, B Tom yucne, ecam goctyn Cybvekta MAH K ero
MNAH HapywaeT npaBa 1 3aKOHHble MHTEPEeChbl TPETbUX AN,



9. RIGHTS AND OBLIGATIONS OF THE COMPANY
The company has the right:

defend their interests in the judiciary;
provide Personal Data of Subjects to third
parties, if it is provided for by the current legislation of the
Russian Federation (law enforcement, tax authorities,
etc.);

refuse to provide Personal Data in cases
stipulated by the legislation of the Russian Federation;
use the Personal Data of the Personal
Data Subject without his/her consent, in the cases
provided for by the legislation of the Russian Federation.

Obligations of the Company:

ensure confidentiality in relation to personal
data that became known to the Company in the course of
its activities;

in case of unlawful Personal Data processing,
detection of inaccurate Personal Data, upon request of the
Personal Data Subject or his representative, or at the
request of the Personal Data Subject or his representative,
block unlawfully processed PD related to this Personal Data
Subject, or ensure their blocking (if Personal Data
processing is carried out by another person acting on
behalf of the Company) from the moment of such an
appeal

-~ if the goal of Personal Data processing is
achieved, stop Personal Data processing or ensure its
termination (if Personal Data processing is carried out by
another person acting on behalf of the Company) and
destroys PD or ensures their destruction (if Personal Data
processing is carried out by another person acting on
behalf of the Company).

10. ENSURING THE SECURITY OF PERSONAL DATA

- To ensure the Security of Personal Data,
the Company takes the necessary and sufficient
organisational and technical measures to protect the PD of
Personal Data Subjects from unauthorised or accidental
access to them, destruction, modification, blocking,
copying, distribution, as well as from other illegal actions,
including, including:

appointing, by the Company’s Director
order, the Person Responsible for organising the
processing of Personal Data and the Person Responsible
for ensuring the security of Personal Data, as well as
defining their functions and powers;

development and keeping up to date of the
internal regulatory documents of the Company in relation
to Personal Data processing and ensuring Personal Data
Security, establishing procedures aimed at identifying and
preventing violations of the legislation of the Russian

9. TPABA 1 OBA3AHHOCTU OBLLECTBA

ObuwecTBo Bnpasge:

B CcyaebHbIx

OoTCTamBaTb CBOM MWHTEPECHI
opraHax;
- npepoctaenate MNAH CybbekToB TpeTbum
mMuam,  ecnnm  3T0  NpeayCMOTPEHO  AEeMCTBYHOLLMM
3aKoHOAaTe/IbCTBOM Poccuiickom Pepepaumn
(npaBooOXpaHUTENbHbIE, HANOroBble OpraHbl U Ap.);
OTKasbiBaTb B npegocrasneHnn [H B
cnyyanx, npeaycmMoTPeHHbIX 33aKOHOAaTeNbCTBOM
Poccuiickon Peaepaunu;
ncnonvsosatb MNAH Cybbvekta MAH 6e3 ero
cornacus, B cay4asnx, npeaycMOTPEHHbIX
3aKoHopaTenbcTBom Poccuiickon Peaepaumm.

0O6na3aHHocT ObliecTsa:

B

obecneynsate  KoHpuaeHUMaNbHOCTb
OoTHOwWeHnK MNH, cTaBwmx n3secTHbiMK ObLLECTBY B XO4€
OCYLLEeCTBNEHWA UM CBOEMN AeATENbHOCTH;

B C/ly4ae BbIABNEHUA HEernpaBoMepHoM
Obpabotkn [H, BbIABAEHUA HeTouHbIXx [MAH, npw
obpaweHnmn Cybbekta MAH nau ero npeacrasmrtens nmbo
no 3anpocy Cybbvekta MNAH wauM ero npeacrasuTens
OCYLWEeCTBAATb 610KMpOBaHUeE HenpaBomepHo
obpabatbiBaembix MAH, OTHOCALWLMXCA K 3TOMY CYyOBEKTY
MAH, nan obecneuntb nx 6aoknposaHme (ecam obpaboTka
MNOH ocywecTBnAeTcA APYrMM AULOM, AENCTBYIOWMM MNo
nopy4yenuto Obuiectsa) c MomeHTa Takoro obpatieHums

B C/ly4ae AOCTUNKeHUn uenu obpabotku MNAH
npekpawate O6bpaboTky MAH wan obecneumsaer ee
npekpaweHue (ecnm obpabortka MAH ocywectsaseTtca
OPYTUM IULOM, AeMCTBYIOLWMM No nopyyeHuto ObuiecTsa)
N yHuyToxKaet MAH uamn obecneymBaeTt MX YHUUTOXKEHME
(ecnn obpaboTka MAH ocywecTBAAeTCA APYrMM NLOM,
AencTByoWmMM No nopyyeruto Obuiectsa).

10. OBECNEYEHUE BE3OMACHOCTU NAH

Ona obecnevyeHna besonacHoctu MNAH Obuwectso
npuHUMaeT Heobxoanmble " [,0CTaTOYHbIe
OpraHun3auMOHHbIE U TEXHUYECKUE Mepbl A1 3awmTbl MNJH
Cybbektos [H OT HenpaBOMEpPHOro WAW CAy4anHOro
[ocTyna K HUM, YHUUTOXKEHUSA, n3MeHeHus,
610KMpPOBaHUA, KONMPOBAHMA, PACNPOCTPAHEHMSA, @ TaKKe
OT MHbIX HENPaBOMEPHbIX AEMUCTBUI, BKAKOYAIOLLME, B TOM
yucne:

Ha3HayeHue npvKasom [OuvpekTopa
Obuwectsa OTBETCTBEHHOrO 3a opraHu3aumio obpaboTku
N4+ n OTBeTcTBEHHOro 3a obecnedyeHne 6e3onacHoOCTH
MNOH, a Takxke onpegeneHne nx GyHKUMM M NoONHOMOYUNIA;

pa3paboTka M NoAAEPrKaHME B aKTya/IbHOM
COCTOAHUM  BHYTPEHHWX HOPMATMBHbLIX  AOKYMEHTOB
Obuwectea B oTHoweHUn Obpabotku MNOH 1 obecneveHna
besonacHocTH MAu, yCTaHOB/IEHUA npoueayp,
Hanpas/ieHHbIX Ha BbiABAEHWE W nNpeaoTBpalleHue
HapyweHua B ObuiecTBe 3aKoHOAATENbCTBA POCCUMIACKON



Federation in the field of Personal Data in the Company,
eliminating the consequences of such violations

periodic internal control, as well as control
carried out by third-party organizations (external audit)
under a work contract or provision of services, compliance
of Personal Data processing with the requirements of the
Federal Law "On Personal Data" and the regulatory legal
acts adopted in accordance with it;

assessing the harm that may be caused to
Personal Data Subjects in case of violation of the Personal
Data legislation, as well as the ratio of this harm with the
measures taken to ensure the enforcement of Personal
Data legislation;

awareness of the Company's Employees who
are directly involved in Personal Data processing with the
provisions of the legislation of the Russian Federation and
internal regulatory documents of the Company in relation
to Personal Data processing and ensuring PD Security,
training of the said Company Employees;

identification of threats to PD Security when
processing them in PDIS;

application of organisational and technical
measures to ensure PD Security when processing Personal
Data in PDIS, necessary to meet the requirements for
Personal Data protection, the implementation of which is
ensured by the levels of Personal Data security established
by Resolution No. 1119-M7;

application of the procedure for assessing
the conformity of information security systems that have
passed in the prescribed manner;

assessment of the effectiveness of measures
taken to ensure PD Security prior to the commissioning of
PDIS;

registration of the Company's Employees
admitted to Personal Data processing;
accounting of material carriers of personal

data;

—  detection of facts of unauthorised access to
personal data and taking measures;
restoration of personal data, modified or
destroyed due to unauthorised access to them;
Establishing rules for accessing PD processed
in PDIS, as well as ensuring registration and accounting of
all actions performed with PD in Personal Data Information

Systems;

control over the measures taken to ensure
Personal Data Security and the level of protection of
Personal Data Information Systems.

A set of measures provided for by Decree No.
1119-PP and Order of the FSTEC dated February 18, 2013
No. 21 "On approval of the composition and content of
organisational and technical measures to ensure the
security of personal data during their processing in
personal data information systems", to ensure the security
of Personal Data in The Company is determined in the
organisational and administrative documents of the

depepaumm 8 obnactu MAH, ycTpaHeHWs nocneacTsuit
TaKUX HapyLIeHWM;

nepuoan4yecku BHYTPEHHWI KOHTPOAb, a
TaKXKe  KOHTPO/Ab,  OCYLECTBAAEMbI  CTOPOHHWMM
opraHu3auuamKn (BHEWHWI ayauT) No 40roBopy noapsana
WAX  OKasaHuma ycayr, cootsetctBua O6paboTku MAH
TpebosaHnam D3 «O nNepcoHaNbHbIX  AAHHbLIX» U
NPUHATbIM B COOTBETCTBMM C HUM  HOPMATWUBHbLIM
NpaBOBbIM aKTaMm;

npoBefeHWe OLEeHKW Bpesa, KoTopbln
MOXeT ObiTb npuumHeH Cybbektam [H B caydae
HapylweHna 3akoHoaaTenbcTBa o obnactu MAH, a Takxke
COOTHOLUEHMEe yKa3aHHOro Bpega C MPUHUMaEMbIMK
mepamu no obecneyeHmnto MCNONHEHUA 3aKOHO4aTe1bCTBA
8 obnactv MNAH;

03HakomneHwe PabotHukos ObuiecTsa,
HenocpeacTBeHHO ocylecTeaaowmx Obpabotky MAH, ¢
NONOXKEHUAMM 3aKOHO4ATeNbCTBA Poccurickon
Pepepaumn M BHYTPEHHWUX HOPMATMBHbLIX AOKYMEHTOB
ObuiecTsa B oTHoWweHUKN ObpaboTku MNAH 1 obecneveHmto
besonacHoctn MMAH, obyveHue yKasaHHbIX PabOTHWKOB
ObuiecTsa;
- onpeaeneHue yrpos besonacHoctn MAH npu
nx obpabotke 8 UCMAH;
npumeHeHue OpraHM3aLMOHHbIX
TEXHUYECKMX mMep no obecnevyeHuto besonacHoctu [MH
npu O6pabotke MAH B8 WCMAH, Heobxoaumbix ANsA
BbINONIHEHMA TpeboBaHW K 3awmTte MLH, MCnonHeHue
KOTOpbIX 0becneynsaeT ycTaHOBAEHHbIe [TocTaHOBEHUEM
Ne 1119-MMM ypoBHM 3awmieHHoCcTH TH;
npUMEeHeHK1e npoweawmnx B yCTaHOBAEHHOM
nopAaake npoueaypy oueHku cootsetcTana C3U;
oueHKa 3PPEKTUBHOCTU NMPUHUMAECMbIX MepP
no obecneyeHuto besonacHoct [AH [0 BBOAA B
akcnayataumio UCMAH;

n

yyeT PaboTHukos ObuiecTsa, 40NYWEHHbIX K
obpaboTke MNAH;

y4yeT matepuanbHbix Hocutenen MAwx;
obHapyeHue daktos HCA Kk [AH
NPUHATUEM MEp;

BoccTaHosneHue MNAH, MoandULMPOBaAHHbIX
AN YHUYTOXEHHbIX Bcneactsme HC K HUm;
ycTaHoBneHune npasun gocryna K [14H,
obpabatbiBaembim B WCMAH, a Takke obecneyeHue
perncTpaLmnmn 1 yyeTta Bcex 4encTBuit, copepiaemblx ¢ MNAH
8 NCMNAH;

n

KOHTPO/b 3a NpuUHMUMaembiMmn mepamu no

obecneveHuto besonacHocTK nAaH 7 YPOBHA
3awmweHHocty UCMAH.
Komnnekc meponpuatuin, npeaycMOTPEHHbIX

Moctanosnenmnem Ne 1119-MM u [lMpukasom PCTIK ot
18 pespana 2013 r. Ne 21 «O6 yTBEpP!KAEHWM COCTaBa M
CoAepKaHMA OPraHW3aUMOHHbIX U TEXHWYECKMX mep no
obecneyeHuno HesonacHoCTH nepcoHasibHbIX AaHHbIX NPU
nx  obpabotke B WMHOOPMALMOHHbLIX  cUCTemax
NepCcoHasbHbIX AaHHbIX», N0 obecnevyeHnto besonacHocTy
N4H 8 ObuwecTse onpenenAeTcA B OpPraHM3auMOHHO-
pacnopaanTenbHbIX [OKYMEeHTax ObuecTea,



Company, approved by the Director of the Company,
taking into account the results of assessing the possible
harm to the Personal Data Subject, which may be inflicted
in the event of a violation of the Security of his/her
Personal Data, the relevance of threats to Personal Data
Security, as well as establishing the level of Personal Data
security.

11. CONTROL OF COMPLIANCE WITH THE
LEGISLATION OF THE RUSSIAN FEDERATION AND
INTERNAL REGULATORY DOCUMENTS OF THE
COMPANY IN THE FIELD OF PERSONAL DATA
PROTECTION

Internal control over the observance of the
requirements of the legislation of the Russian Federation
and internal regulatory documents of the Company in the
field of personal data is carried out by the Person
Responsible for organising the processing of personal data
on an ongoing basis with the involvement of the Person
Responsible for ensuring the security of personal data.

The person responsible for organising the
processing of Personal Data receives instructions directly
from the Director of the Company, and is accountable to
him.

The person responsible for organising the
processing of Personal Data is obliged to:

to exercise internal control over the
observance by the Company and the Company's
Employees of the legislation of the Russian Federation on
personal data, including the requirements for the
protection of personal data;

to bring to the notice of the Company's
Employees the provisions of the legislation of the Russian
Federation on personal data, internal regulatory
documents of the Company on the issues of Personal Data
processing, requirements for the protection of personal
data;

organise the reception and processing of
applications and requests from Personal Data Subjects or
their representatives and (or) monitor the reception and
processing of such applications and requests.

yTBepxpaembix  [dupektopom O6uwectsa, ¢ y4yetom
pe3ynbTaToB OLEHKW BO3MOXKHOro Bpeaa CybbekTy MMAH,
KOTOPbIA MOMeT b6blTb HaHeceH B CAy4ae HapylieHus
besonacHocTtn ero MNawx, aKTyanbHOCTH yrpos
besonacHoctn M[H, a TakXe YCTaHOBAEHUA YPOBHA
3awmuieHHocT MNAOH.

11. KOHTPO/1b 3A COBNIIOAEHUEM
3AKOHOAATENbCTBA POCCUMCKOM DEAEPALIUN
M BHYTPEHHUX HOPMATUBHbIX JOKYMEHTOB
OBLUECTBA B OB/IACTU NAH

BHYyTpeHHMIA KOHTPONb 3a cobawaeHuem B
Obuwectse TpeboBaHWI 3akoHOAATENbCTBA POCCMIACKOM
Pepepaunnt U BHYTPEHHWX HOPMATUBHbLIX AOKYMEHTOB
ObuwecTea B obnactu Nnax ocylecTBaseTca
OTBeTCTBEHHbIM 33 oOpraHu3auuto obpabotku MAH Ha
NOCTOAHHOW OCHOBE C npusaeyeHmnem OTBETCTBEHHOrO 3a
obecneyeHune besonacHoctvt MAH.

OTBETCTBEHHbIN 32 OpraHu3auuto obpaboTtkum MAH
noslydyaeT yKasaHuAa HenocpeacTBeHHo oOT [upekTtopa
ObuiecTBa, U NOAOTHETEH EMY.

OTBeTcTBEHHbIN 32 OpraHn3aunto obpaboTku MAH
0b6q3aH:

OCYLWLEeCTBNATL BHYTPEHHWM KOHTPO/Ab 3a
cobntogeHmem ObuiectBom n PaboTHMkamu ObuwiecTsa
3aKoHogzaTenbcTBa Poccuitckon Peaepauuu o MAH, B Tom
yncne TpebosaHui K 3awmTe MNAH;

[OBOAMTL A0  cBeaeHus  PaboTHMKOB
ObuwiecTBa MNONOXEHMA 3aKOHOAATENLCTBA POCCUMIACKOM
®epepaummn o [TH, BHYTPEHHMX  HOPMATUBHbIX
AoKymeHTOB Obuectsa no sBonpocam O6paboTtku MAH,
TpebosaHuit K 3awmTe MAH;

OpraHu3oBbIBaTL  MPUEM ¥
obpauwieHnin 1 3anpocos Cybvektos [AH
npeacrasuTenein wm (MNM) OCYWEcTBAATb KOHTPO/b 3a
npremom 1 06paboTKoM TakmMx 0BpaLLeHUt 1 3anNpPOCOoB.

0bpaboTKy
UM UX



12. RESPONSIBILITY FOR IMPLEMENTING THE POLICY

Employees of the Company who process Personal
Data, as well as the Person Responsible for organising of
Personal Data processing, Person Responsible for ensuring
the security of Personal Data shall bear disciplinary, civil,
administrative or criminal liability in accordance with the
legislation of the Russian Federation for violation of the
requirements of this Policy, other internal regulatory
documents of the Company in the field of Personal Data
and legislation of the Russian Federation in the field of
Personal Data Protection.

13. FINAL PROVISIONS

This Policy comes into force upon the expiration
of 10 calendar days from the date of its approval.

Changes to this Policy may be caused by changes
in the legislation of the Russian Federation, internal
documents of the Company, Personal Data information
systems, Personal Data protection system.

All changes and additions made to this Policy are
approved by the Director of the Company.

All employees of the Company are subject to
mandatory awareness with this Policy and bear
responsibility as provided for by the legislation of the
Russian Federation for violation of its provisions.

In the event that, upon the entry into force of
amendments to the legislation of the Russian Federation,
certain clauses of this Policy contradict such amendments,
the Policy shall be applied in the part that does not
contradict the legislation of the Russian Federation, and
until the relevant amendments are made to this Policy, the
Company is guided in its activities by the requirements of
the legislation of the Russian Federation.

12. OTBETCTBEHHOCTb 3A PEA/IU3ALIUIO
NONOXEHUIM NOSIUTUKMU

PaboTHMKK Obuwiecrsa, OoCyLWLecTBAfAOWNe
06paboTky M/H, a Takke OTBETCTBEHHbI 38 OPraHM3aLmio
obpabotkn MAH, OTBETCTBEHHbI 3a obecrnedyeHue
6esonacHocTvt MOH HECYT ANCUMNAMHAPHYIO, FPaMK4aHCKO-
npaBoBYyto, AAMUHWUCTPATUBHYIO WM YrONIOBHYIO
OTBETCTBEHHOCTb B COOTBETCTBMM C 3aKOHOAATE/NbCTBOM
Poccuitckoit depepaumu 3a  HapyweHue TpeboBaHmii
HacToawen MOAUTUKM, MHBIX BHYTPEHHUX HOPMAaTMBHbIX
OOKYMEHTOB Obuwecrsa B8 obnactu nan "
3aKoHoAaatenbcTBa Poccuiickon depepaumm 8 obnactu

MNAaH.
13. 3AK/TKOYUTE/IbHbIE NMONOXEHUA
Hactoawana [Monntmka

ncredeHnn 10 KaneHaapHbix
YTBEPKAEHUA.

cuny  no
natbl  ee

BCTynaeTr B
oHen ¢

BHeceHne n3meHeHWi B HacToAlylo MoNUTUKY
MOJKET BbI3BAHO MW3MEHEHUAMM B 3aKOHOAATENLCTBE
Poccuitickoit  depepaunu,  BHYTPEHHMX  AOKYMEHTax
ObuwectBa, MHPOPMALMOHHBIX cucTemax [H, cucTeme
3awmnTel MAOH.

Bce M3MEHEeHMA U A0MONHEHMA, BHECEHHble B
Hactoawyto MonnTuKy, yTBepxaatotca  [upeKktopom
Obuiecrsa.

Bce paboTHMKM ObuwecTsa noaneskat
06A3aTeNlbHOMY 03HAKOMIEHMIO C HacToALEelN MOANTUKOM
M HecyT  npeayCMOTPEHHYKD  3aKOHOAATeNbCTBOM
Poccuitckoit Pepepanm OTBETCTBEHHOCTb 3a HapylleHue
€€ NONOXKEHUN.

B caydae, ecam npu  BCTynaeHwWn B cuay
M3MeHeHWn B 3aKoHoAaTeNbCTBO Poccuitckon ®eaepaumnmn
OTAENbHbIe  MYHKTbl  HactoAwen MoanTuku  byayTt
NPOTUBOPEYNUTL  TaKMm N3MEHEHMAM, MonuTtuka
npuMeHaeTca B 4yacTu, He npoTUBOpeYaLlei
3aKoHogdatenbctBy  Poccuiickon  deagepaunn, w40
MOMEHTa BHECEHMA COOTBETCTBYIOWMX W3IMEHEHUA B
HacToawyto Moantuky OBWEeCTBO B CBOEN OEATENbHOCTU
pyKoBOACTBYeTCA  TpeboBaHMAMM  3aKOHOAATENLCTBA
Poccuitckon ®eaepaumu,



